Welcome to a Bank of America Merrill Lynch Podcast, Fraud Prevention Best Practices for Corporate Card
Program Managers. I’m Kevin O’Hanlon, Senior Product Manager for Global Card and Comprehensive
Payables at Bank of America Merrill Lynch.
In this podcast, we’ll talk about fraud prevention and fraud management strategies for commercial card
program managers, including some practical tips and best practices for securing your card program.

When we speak of client controls, the first thing we want to talk about is creating guidelines for card
issuance and handling. The most important thing that we recommend is that you segregate your duties
from whoever is ordering the cards versus whoever is receiving the cards. And we can’t stress enough
that you should have a minimum of two program administrators.
Think about it from a perspective of how you manage your strategic payments. You have one person
prepare it; you have another approve it and send it. It's a check and balance arrangement. The program
administrator role within a commercial card program is very powerful. You have a lot of visibility. You
have self-administration tools. You can change credit limits. So in addition to the auditors reviewing all
of the actions that take place, you want to, at a minimum, have two people involved in the process of
ordering and issuing new cards.
The second recommendation from a control perspective is to determine who should be able to apply
for a card. It has to deliver a benefit to your organization, and remember, you do have to manage and
control this. You don’t want to just issue a card to everyone in your organization.
We also recommend that you determine the approval levels required. Who has to say ‘yes’, and
depending on whether they say ‘yes’, what should the card limits that you set up be for that particular
individual?
When we move to internal procedures that you create, we recommend that there be requirements for
obtaining a card. So within your organization, consider factors such as the individual’s frequency of
travel or their job function. If you're going to be issuing cards to your Purchasing Department, consider
which types of purchases can go on a card and which purchases are restricted.
Likewise, within your accounts payable and accounting requirements, you want to make sure items are
coded appropriately when they are reconciled. You should determine when the documentation needs
to be submitted, and the frequency and timeliness of reconciliation. Reconciliation is critical because
this is where your cardholder will identify potential fraud. And, it's commonly known that you have no
liability for fraud and fraudulent transactions as long as you report them to the bank in a timely manner.
Many times the bank will be the first to notify you about fraud. We'll let you know that something looks
suspicious and alert you to fraud, but sometimes, you are the first line of defense to let us know that a
card has been compromised and needs to be replaced.
Finally, from a business rules perspective, here are some of the key items that we recommend around
fraud prevention.

The first is around the use of cards in your program. Will you allow personal transactions? Our
overwhelming recommendation is that you only allow your program cards to be used for business
transactions. Intermingling personal charges convolutes the reconciliation process as well as the data
you have to manage your program, so we recommend that you do not allow personal use. We do
recommend you have an exception process should someone make a mistake and use their card for
personal purposes by accident.
Cash access is another consideration. You have to look at where you travel or use your card. If it’s
mostly domestic, we know that 98% of transactions can most likely go on your card, and incidentals for
cash are typically related to things like tips. So if you are going to allow cash, we would recommend that
you set a minimal threshold of the percentage of the cardholder’s credit limit. Also, from an audit
perspective, we would recommend that you test for high cash usage. Whenever you have high cash
usage, it is an audit flag.
From a policies perspective, consider how you're going to deal with card sharing. Are you going to allow
it? Because if it's a department card, you have to have policies around who utilizes the card, and what
the reconciliation methods are. If you don't know who is using the card, it can create liability.
We recommend that you have training before a card is issued. Cardholders really are only looking for
you to establish the rules and expectations, and they will meet your expectations, whether they're
minimal or whether they are detailed. So we recommend you have a process in place where people
review their responsibilities before you issue them a card.
And finally, from a business rule perspective, we recommend that you have a policy around audit
exceptions out of the ordinary type of transactions around receipt thresholds or lost receipts. Once
again, you want to make sure people know what to do when something happens that is not an ordinary
transaction.
Let’s discuss audit best practices, and what you should be auditing for. We recommend you focus on
high-risk transactions monthly. This includes cardholders with the highest number of transactions and
cardholders with the highest dollar amounts spent. Also, employees with multiple disputes are where
we typically could see fraudulent activity.
We also recommend that, as you issue new cards, in the first 60 to 90 days, you should audit a sample
of those new cardholders to see if they understood the policies, if they're doing it correctly. You want to
catch it in the early days in terms of getting everybody to follow the policies that you put in place.
From a vendor perspective, you should be sure that you look at the number of vendors utilized and
number of transactions per vendor. Negotiated vendors -- are they being utilized? And transactions
between a cardholder and the same vendor.

From a reconciliation perspective, we would recommend that you look for split purchase occurrences
that avoid a dollar threshold policy. You want to make sure that employees are following that threshold
and not splitting a transaction to avoid it.
We also recommend you look at the unique or unusual vendors. Nowadays with systems such as PayPal
or Square, pretty much anybody can be a vendor, so you're looking for some unique names that might
not be common names that you would use in your program.
As we close, a few reminders for program administrators: The first is make sure your cardholder
statement reconciliation is performed in a timely manner. You obviously want to make sure that you're
paying for services rendered and goods received, but timely reconciliation is also the first client line of
defense in identifying fraud. And second, you should sign up for mobile alerts which will notify you that
a transaction has been declined due to potential fraud. If the transaction truly is fraud, it provides you
the ability to contact our fraud department directly. However, if the transaction is not fraudulent, you
can respond that the transaction is valid. This will remove any blocks and allow you to continue using
your card without ever having to call the bank. You can also set up alerts with a threshold, for instance:
"Notify me anytime there's a transaction over $100." And if you're not transacting and all of a sudden
you get an alert from us that says, "Here's your most recent transaction," you know you've been
compromised. So it's another avenue to give you real-time visibility as to what's happening with your
card. We all do it in our consumer lives, and we recommend that we do it in our professional lives.
This concludes our podcast. We hope you found this information useful and will consider these best
practices to protect your corporate card program.
Thank you for listening.

