
CYBER SECURITY

Be cyber secure: mobile devices
Shopping, banking, donating to your favorite charity — you can now do almost everything with 

the click of a button. While enjoying these conveniences, make sure you are not sharing sensitive 

information on apps or on online accounts, which could make your mobile devices a prime target 

for cyber criminals, and ensure you are utilizing simple best practices to minimize your risk. 

With your passwords and access, cyber criminals can: 

• Transfer funds out of your accounts or charge
purchases to them.

• Create a fake identity with some of your information
and use it to open a new credit card or apply for a loan.

• Phish using your email address or social media
accounts to reach your contacts and convince them to
share confidential information.

• Steal your identity and claim your tax refund or
government benefits.

Be proactive:

• Act immediately if you receive a changed password
notification, an attempted log in alert from providers or
if your account access changes on apps that you did not
initiate.

• Lock your mobile device with a strong password or
use biometric protection. Use a unique and different
password across all of your apps and accounts.

• Install or activate anti-theft software or apps that can
lock down your phone remotely, and apps that will help
you locate your device.

• Only download apps from official app stores, and
regularly update both your apps and your operating
system to protect your devices.

• Only access mobile or online banking through a
secured Wi-Fi connection. 

• Minimize the amount of personal information you
store on your devices or share online.

If you suspect you have been targeted:

•  Don’t delay. Acting quickly after an event can
minimize its impact.

• Report stolen devices to your service provider. If you
provide the unique device identification number, they
may be able to disable it.

• Change all passwords that may have been
compromised.

• Call the police and file reports with the relevant local
authorities.

• Document everything about the event. The more
information you have, the better armed you will be to
assist an investigation by your company, your bank
and law enforcement officials, and the better prepared
you will be against future events.

Visit www.bankofamerica.com/security to learn how to help protect yourself and those closest to you. 
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IMPORTANT INFORMATION

Neither Bank of America nor its affiliates provide information security or information technology (IT) consulting services. This material is provided “as is”, with no guarantee 
of completeness, accuracy, timeliness or of the results obtained from the use of this material, and without warranty of any kind, express or implied, including, but not 
limited to warranties of performance, quality and fitness for a particular purpose. This material should be regarded as general information on information security and 
IT considerations and is not intended to provide specific information security or IT advice nor is it any substitute for your own independent investigations. If you have 
questions regarding your particular IT system or information security concerns, please contact your IT or information security advisor.

Bank of America Private Bank is a division of Bank of America, N.A., Member FDIC, and a wholly-owned subsidiary of BofA Corp. 

Banking products are provided by Bank of America, N.A., and affiliated banks, Members FDIC, and wholly-owned subsidiaries of BofA Corp.

“Bank of America” and “BofA Securities” are the marketing names used by the Global Banking and Global Markets divisions of Bank of America Corporation. Lending, 
other commercial banking activities, and trading in certain financial instruments are performed globally by banking affiliates of Bank of America Corporation, including 
Bank of America, N.A., Member FDIC. Trading in securities and financial instruments, and strategic advisory, and other investment banking activities, are performed 
globally by investment banking affiliates of Bank of America Corporation (“Investment Banking Affiliates”), including, in the United States, BofA Securities, Inc. and 
Merrill Lynch Professional Clearing Corp., both of which are registered broker-dealers and Members of SIPC, and, in other jurisdictions, by locally registered entities. BofA 
Securities, Inc. and Merrill Lynch Professional Clearing Corp. are registered as futures commission merchants with the CFTC and are members of the NFA. 

Investment products:

Are Not FDIC Insured Are Not Bank Guaranteed May Lose Value

© 2022 Bank of America Corporation. All rights reserved. 4836891

2





Accessibility Report





		Filename: 

		Key Takeaways - Mobile devices_Fin 02.pdf









		Report created by: 

		



		Organization: 

		







[Enter personal and organization information through the Preferences > Identity dialog.]



Summary



The checker found no problems in this document.





		Needs manual check: 0



		Passed manually: 2



		Failed manually: 0



		Skipped: 1



		Passed: 29



		Failed: 0







Detailed Report





		Document





		Rule Name		Status		Description



		Accessibility permission flag		Passed		Accessibility permission flag must be set



		Image-only PDF		Passed		Document is not image-only PDF



		Tagged PDF		Passed		Document is tagged PDF



		Logical Reading Order		Passed manually		Document structure provides a logical reading order



		Primary language		Passed		Text language is specified



		Title		Passed		Document title is showing in title bar



		Bookmarks		Passed		Bookmarks are present in large documents



		Color contrast		Passed manually		Document has appropriate color contrast



		Page Content





		Rule Name		Status		Description



		Tagged content		Passed		All page content is tagged



		Tagged annotations		Passed		All annotations are tagged



		Tab order		Passed		Tab order is consistent with structure order



		Character encoding		Passed		Reliable character encoding is provided



		Tagged multimedia		Passed		All multimedia objects are tagged



		Screen flicker		Passed		Page will not cause screen flicker



		Scripts		Passed		No inaccessible scripts



		Timed responses		Passed		Page does not require timed responses



		Navigation links		Passed		Navigation links are not repetitive



		Forms





		Rule Name		Status		Description



		Tagged form fields		Passed		All form fields are tagged



		Field descriptions		Passed		All form fields have description



		Alternate Text





		Rule Name		Status		Description



		Figures alternate text		Passed		Figures require alternate text



		Nested alternate text		Passed		Alternate text that will never be read



		Associated with content		Passed		Alternate text must be associated with some content



		Hides annotation		Passed		Alternate text should not hide annotation



		Other elements alternate text		Passed		Other elements that require alternate text



		Tables





		Rule Name		Status		Description



		Rows		Passed		TR must be a child of Table, THead, TBody, or TFoot



		TH and TD		Passed		TH and TD must be children of TR



		Headers		Passed		Tables should have headers



		Regularity		Passed		Tables must contain the same number of columns in each row and rows in each column



		Summary		Skipped		Tables must have a summary



		Lists





		Rule Name		Status		Description



		List items		Passed		LI must be a child of L



		Lbl and LBody		Passed		Lbl and LBody must be children of LI



		Headings





		Rule Name		Status		Description



		Appropriate nesting		Passed		Appropriate nesting










Back to Top

